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WASHIVGTO‘*& — Senous losses ot‘
Argericar high technology secrets occur-
‘redk. under the. rioses "of federal agents
‘who,. in.some cases, watched as spies
turned classified: data over to Soviet

agents. but, failed to make arrests A Se-.

_matz inquiry has,revealed. - ;

A year-long investigation by the Senate
. Permanent Investigations Subcommittee
sshowed that. poorly, coordinated teams of.

'law officers_failed to prevent ma;or los-,

qes, of secrets. " .

The CIA’ concluded that in one case in
-which FBI agents conducted a long-term
supveillance,. suspects passed to commu- |
'mst. agents..key secrets relating.to the’
new Stealth bomber, the B-1 bomber, the |
_F-}4 carrier-based jet fighter and ‘other
-weapons. - -

Sen. Sam Nunn (D., Ga.), who dlrected
vthe‘probe received a. report from the CIA
“that said of such losses: “The acquisition |’
»of -this . information will save the :Polish
.and Soviet governments hundreds of mil-
lions of doilars in‘research and develop—
.meht. efforts by permitting them. to im-
ylement proven designs developed by the
U.S. and by fxeldmg operational counter-'
-pant -systems.dn a. much- shorter ttme
peﬂod" : ’,-:_;- o

\‘t HILE FB! agents apparently fanled to
.make quick enough arrests in the case
.clted by the CIA, Commerce Department
officials failed to.act on a detailed and.
"acgurate tip. about. another. .espionage ‘op-’
eration. that_ apparently cost the U.S. its
biggest loss'to date in critical computer
techno!ogy -secrets, subconmlttee inves-:
,txgators fou-xd
.. In: thal case, ,too, the 'ih’aterial

;slipped out of the U.S. even as American |

‘agents followed the. suspects. . ..,

CInd the’ ftrst case, FBI agents in Cahfor-!

.ma—for four years tapped pliones of and
frequently followed Marion Zzcharski, an’
executive of the Chicago based Polamco
.Machine Ca., who ‘proved to be a Soviet
.blocagént. Zacharskl recruited a Hughes
Aircraft Co. engineer, William Holden
'Bell,” while .under bureau survelllance,
ac¢ordi’ng to. testxmony . : t

FBr agents mcludmg a female opera-
tlvE followed Bell to Paris, Genéva and
other Luropean ‘cities, where he was ob-
,served meeting wlth “handlers" from
.Sovnet mtelhgence servrces b :,,',‘

BP.LL WHO'suu:e- has heen convncted
‘of espwnage, .testified before.Nunn's;

es. sten 4
S '_;;'FBE i@@ks @z@ |

i

'panel ’chat he. recogmzed the Amer'can

3wnh.hxs,spy activities despxte the. sur- ,

9 MAY 1982

. . '

woman: agent while. transferring secrets
to-Boviets:in Paris.. He also said he- Tecog;

‘nizéd & male FBI‘ adent followed -him i m )

Geneva,.,: .
In both cases, sald Bell, he contlnued

‘veillance. ; K
Senate.- mvestwators saxd that ev1dence
pxéoduced in’ the trials (of Bell :and]
‘Zicharski confirmed the surveillance.
Belt: said that he passed his most
; 8dmaging secret — details of a new LPIP
(Low. Probabnhty of. Intercept) radar —
m- Geneva at‘ter slipping . away from his
followers and-meeting a_communist ally
mi an elevator at -the: United Natxons
buzldmg there. . = .-
I'he CIA reparf that Nunn distributed to
ht; cornrmttee colleagues concludes that’
Bell “and Zacharski had provided infor-
: nation_relating to the following devices:

vhe ¢ “§uiet” LPIP radar for the B-1 and
ﬁgealth bombers the. *look-down, shoot-
down” Yagir §ysternfor_ jet fighters; the.
ﬁl-weafher radar_ system for the M-1
main battle tark; the Phoenix’ air-to-air )
rr{;ssue on the F’ 14 fighter; ‘the Hawk
- suPfacé-to<air missile;-the-Patriot air de-
&mmla&)k-aﬁd—&mral shlp-bome sur-
ahce—somrrs':nd radars. .

A'l' THE' SA\!E ttme that Bell” and
acharski ‘were under EBI surveillance,
Commerce Department*mvestwators
ere failing to pursue what‘ turned out tg
pe perhaps an even more harmful mtelh
ence leak.
5 Ultlmately, mvestxgato:s from the in-
tuelhgem:e community’: were able to doc-

—.--7\ e

mgnt 400 .separaie shiprments’ of mi-|

cr.omputer chgpa, -chip manmacturmg

achmery, compufet .programs -and
Pother restricted iaterials that-thé spies
in the Commerce Department case sent
"to Soviet agents. . - - :

"Particularly damagmg, testzfxed Lara
: Baker of the Los Alamos National Labo-
"ratory, was the shipment to the Soviets of
- four-machines capable of performing the
“complex bonding required to create the.
microchips. Such chips are maJor Ccompo-.
“nents of American weapons_ rangmg from

“jet fighters to tanks. . ..:v - .

Baker and Jack Varona, chtef of scien-"
-mc intelligence at the Defense Intelli-
gence Agency, both explained that until
the Soviets obtained those manufacturing-
_machines, communist agents were forced
to return repeatedly to their U.S. sources
-to replace stolen computer parts when
:they wore out, .

. A,..ig ¥ e o e RV

THFSE SHXPMF\TS mainly orlgl~
nated in Southern California. where a
haturalized American, Anatolij Maljuta,
worked with a West German national,
Werner ‘Bruchhausen, to ship the bun-
dreds of loads of computer davices to
Soviet agents in Europe and the Soviat
Umon

Il .of the devices were barred from
shxpment under federal licensing regula.
tions enforced by the Commerce Depart-
‘ment’s Offices of Export Administration.

"Fred Asselin, an investigator for the
committee, noted in a written report to
Nunn and other panel members that even
before Maljuta and Bruchhausen began
‘making the most.damaging shipments to.
‘the- Soviets, U.S. authorities had been
‘tipped .to the spy operation. :
_ Specifically, in. 1977 and again in 1978,
"‘the US. embassy in Dusseldorf, West
Germanv received lengthy }etters out-
lining the complex scheme whereby the
.two men established nearly two-dozen
‘companies, registered them with the
"State of California and then used them to
"'purchase computer equipment barred to
the Soviets for national security reasons. |

" THE STATE Department tramtated;
the letters from German intc English and

- sent them to the Commerce Department.

".However, the investigator found, Com-
" merce offmals simply put the letters into

".a folder and filed them. “No investigation

was initiafed as a result of the lefters,”
Asselin found.

1t was only after two of the compames
from whom the conspirators tried to buy
restricted computer, items complained

.. that a Commerce Department mvestxga—

txon was initiated.
. The mvestlganon quxckly dlscovered ir-

. reaularxhes but the Commerce Depart-

ment was. forced to ask the Customs
. -Bureau and the United States attorney in
* Southern’ Cahforma for help to conduct
" the probe. ’

Commerce’ offlczals lack the power to
make arrests or to carry firearms, both
" of which proved-to b¢ serious hmxtatxons
win the_B‘rychha,use'p;-mya,ljut‘a case-
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